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/ 
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START LOGGING ^ 



STOP LOGGING 



USER A INTERFACE 




%% User C started logging 

User C : We have an urgent situation in 

Finland regarding the offer, [blue] 

User A: What is it? [red] 

User B : Finland is a small market and 

it is a marginal issue, [yellow] 

%% User C stopped logging 



RESPONSE: 



APPLY WATERMARK 



00 



USER A LOG FILE 



User C : We have an 
urgent situation in 
Finland regarding the 
offer. 

User A: What is it? 
User B : ... Finland is a 
small market and it is a 
marginal issue. 




USER B LOG FILE 



rC : We have an urgent 
situation in Finland 
regarding the offer. 
>A : What is it? 
>B : Finland is a small 
market and it is a 
marginal issue. 



USER CLOG FILE 



User C : We have an 
urgent situation 
Finland regarding the 
offer. 

User A: What 
User B : Finland 
small market and 
a marginal Issue. 
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RECEIVE 
REQUEST TO 
RECORD WITH 
Vl/ATERMARKING 



APPLY 
DISTINGUISHABLE 
WATERMARK TO EACH 
MESSAGE ENTRY FOR 
EACH USER 



YES 



DISTRIBUTE 
WATERMARKED 
MESSAGE ENTRIES 
ACCORDING TO USER 



RECORD 
WATERMARKED 
ENTRIES IN LOG 
FILE FOR 
REQUESTING 
USER 



YES 



STORE LOG FILE 
IN LOG FILE 
REPOSITORY 



DISTRIBUTE 
WATERMARKED 

LOG FILES 
ACCORDING TO 
USER 



c 



END 
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REQUEST TO 
DETERMINE USER 
FOR TEXT 



RECEIVE NEW MESSAGE 
ENTRY 



DETERMINE ALL 
USERS IN 
MESSAGING 
SESSION 



-K6 



COMPARE TEXT 

WITH 
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NO 




(EQUIRE AUTOMATIC 
3M/ 



DISTRIBUTE 
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DISTINGUISHABLE 
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MESSAGE ENTRY FOR 
EACH USER 
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TRANSMIT RECORD OF USER 

ASSOCIATED WITH TEXT 
MATCHED TO WATERMARKED 
RECORDING 



RECORD NEW MESSAGE 
ENTRY AND 
DISTINGUISHABLE 
WATERMARK APPLIED 
ACCORDING TO USER 



DISTRIBUTE 
WATERMARKED MESSAGE 
ENTRIES ACCORDING TO 
USER 




^ END ^) 
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INTEGRITY OF TEXT 



( END 
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END 
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